MpunoxeHne N 2
MHPOPMALIMOHHASA NAMATKA
Ond obY4YAKOLWUXCA OnA PASMELLEHUA
HA OPULNATIbHbIX MUHTEPHET-PECYPCAX

C KaxgblM rogomM MOMoAEXN B UHTEPHETE CTAaHOBUTLCS BonblLUe, a LUKOMNbHUKN O4HU U3
caMblIX aKTMBHbIX Norib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO KOnn4ecTsa
BO3MOXXHOCTEN, UHTEPHET HeceT M npobnembl. ATa namaTka [OSMKHA NomModb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln ~ BUPYC -  3TO  PasHOBUAHOCTb  KOMMbKOTEPHLIX  MpOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SBNSAETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWEe K 3TOMY, BMPYCbl MOryT MOBPEaUTb WIM MOSIHOCTBIO YHUYTOXWUTb BCe
Gannbl M JaHHble, NOOKOHTPOSIbHbIE MOMbL30BATEN0, OT MMEHW KOTOpOro 6Obina
3anyleHa 3apaxeHHas rnporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
ONepaunoHHY0 CUCTEMY CO BCeMU dpavnamu B uenoM. B GonbluMHCTBE criyyaes
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.
MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:
1. Nicnonb3yn cOBpeEMEHHbIE OMnepaLMOHHbIE CUCTEMbI, UMEIOLME CePbe3HbIN YPOBEHb
3aWMThbl OT BP€AOHOCHbIX MporpamMm;
2. lNocTosiHHO ycTaHaenvBan nadtn (UMdpoBblie 3annaTkyi, KOTOpble aBTOMAaTUYECKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUA CBOeEW
onepaumoHHon cuctembl. CkaumBanm MX TONMbKO C oduumanbHOro camta paspaboTymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCcKoro 0OHOBMEHNS, BKIOYN €r0;
3. Pabotan Ha cBoeM KOMMbKOTEPE MOA NpaBamMu nofib3oBaTens, a He
agMuHUCTpaTopa. 3TO He MNOo3BOSIMT  OOMbLUMHCTBY BPEOOHOCHBIX NporpamMmm
WMHCTannMpoBaTbCA Ha TBOEM NEepCOHarbHOM KOMMbIOTEPE;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4eCcKMM obHoBNeHnem 6as;
5. OrpaHunyb om3nyeckmin 4OCTYN K KOMNbIOTEPY ANS NOCTOPOHHUX NN,
6. Vicnonb3yin BHeLWHWe HocuTenn nHopMauum, Takme Kak rnewuka, guck unm dgamn ms
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMNblOTEPHbIE (hansibl, NONyyYeHHblE U3 HEHaOEXHbIX UCTOYHUKOB.
Haxe Te dannbl, KOTOpble NpUcan TBOW 3HAaKOMBbIN. Jlyylle yTOYHW y Hero, oTnpasnsn
nn oH Tebe ux.
Cetn WI-FI
Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOIMSA, a BCero nuwb 6penn, Mapka.
Ewe B 1991 rogy HMaepnaHackas koMmnaHusa 3apernctpuposana 6peng "WECA", uto
obo3Havano cnosocoyeTaHme “"Wireless Fidelity", koTopbin nepeBoguTCcs Kak
"BecnpoBogHast TOMHOCTbL".
[lo Hawero BpemeHu fowna gpyras abbpeBumatypa, KoTopasd SBNAETCA TakoOM e
TexHonorven. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbINIO AAaHO C HAMEKOM Ha
cTaHdapT Bbiclien 3BykoBouW TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, oTensx n asponoprax ABNAeTCs OTANYHOMN
BO3MOXHOCTbIO BbIxo4a B WHTepHeT. Ho MHorme akcnepTbl CYMTAlOT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMM.
CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:
1. He nepepaBan cBOK nNuU4YHy0 UHopmauuio Yepes obuiepoctynHole Wi-Fi cetu.
PaboTtas B HUX, )xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;
2. Vicnonb3yn n o6HOBNS aHTMBUPYCHbIE NporpamMmmbl U BpaHgmayep. TeMm cambiM Tbl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;



3. MNpu wncnonb3doBaHun Wi-Fi oTknioum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeENN aKTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHns B paboTe unm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B couMarnbHble CETU UMW B SNIEKTPOHHYHO MOYTY;

5. Mcnonb3yi TonbKo 3alumiieHHoe coenuHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B wmobunbHoM TenecoHe oTkAuM  yHKumMo  "TlogkntodeHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTU4ECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouuarnbHble ceTu

CoumanbHble CETU aKTUBHO BXOOAT B HaLly XW3Hb, MHOrMe nioan paboTtatoT n XuByT
TaMm [MOCTOSHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4YernoBeK, 4TO
ABNAETCA OOHOW CeAbMOM BCexX Xutenem nnaHeTtbl. MHoOrme mnonb3oBaTenn He
NMOHUMAIOT, YTO MHdOPMaLUS, pa3MeLleHHass UMN B COUMArbHbIX CETSX, MOXET ObITb
HangeHa W UCMonb3oBaHa KEM YrogHo, B TOM u4ucrne He obsAsatenbHo ¢ 6rarvmu
HaMepeHNAMMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO ObiTb CrnyyamHbIX U
HEe3HaKOMbIX JTIOOEWN;

2. 3awmuian cBOK YacTHYH XM3Hb. He ykasbiBan naponuv, TenedoHbl, agpeca, aaty
TBOErO POXAEHUA W OPYry0 JUYHYIO MHAOPMaUMIo.  3rOYMbILWMEHHUKA  MOTYyT
Mcrnonb3oBaTbh Aaxe WHOPMaUMI O TOM, Kak Tbl U TBOM poauTeEnu nnaHupyete
NPOBECTU KaHUKYNbI;

3. 3awuwan ceow penytaumio - AepXn ee B YACTOTe U 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOObLI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaewb? [Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HAaNUCaTb U 3arpy3nTb;

4. Ecnn Tbl rOBOpULLL C JOObMU, KOTOPbIX HE 3Haellb, HE UCMOSNb3yMN CBOE peasibHoe
UMS U OPYTYIO JIMYHYIO MHAPOPMaLNKN: UMSA, MECTO XUTEeNbCTBa, MecTo y4ebbl 1 npoyee;
5. N3beran pasmelueHnsa potorpadui B IHTEpHETE, rae Tbl N3006paXkeH Ha MECTHOCTH,
No KOTOPOW MOXHO ONpeaeniuTb TBOE MECTOMOSIOXKEHMNE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPONU,
cocTosime 3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTun, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMONb30BaTh pa3Hble
naponu. Toraa ecnu Teb4a B3NOMatoT, TO 3MOYMbILNEHHUKN MofydaT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpasy.

OnNEKTPOHHbIE AEHbIMN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yAOOHbIN cnocob nnatexen, ogHaKo CyLeCTBYHOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

ONEKTPOHHbIE OEHbIMN MOABUINCL COBCEM He4aBHO M MMEHHO M3-3a 3TOFO0 BO MHOIMMX
rocygapcrBax 4O CUX MOp He MPOMMCAaHO NPO HMX B 3aKOHaX.

B Poccumn e OHM (PYHKUMOHMPYIOT M O HUX YXe MpOoMnNucaHoO B 3aKoHe, rae ux
pa3gensitoT Ha HEeCKONbKO BUMAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHuua B ToM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeliaeTtca npoBoauTb onepaumn 6e3
naeHTudurKaunum nonb3oBaTens, a B HeaHOHWUMHbIX WAEHTUdMKauus nonb3oBaTens
sBnsaeTcs 0b6s3aTenbHOMN.

Takke crnegyeT pasnuyaTb 3NeKTPOHHbIe maTHble AeHbM (paBHbI rOCY4apCTBEHHbIM
BanoTam) W ONEeKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCY4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AeHbramu:



1. MpuBsKM K cHeTy MOBUMbHBIA TenedoH. OTO cambl YOOOHbIN M BbICTPLIN cnOcob
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBAsaHHbIn TenedoH noMoxeT, ecnu 3abyaellb CBOW
nnaTexHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIMEHHYO aBTOpU3aLnio
Tebe yxe He BygeT yrpoxaTb ONAaCHOCTb KpaXkn Unn nepexesarta NnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam OygeT He MpoCTO yragaTb CrOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYalOT B cebs CTPOYHble U MponucHble ByKBbl, UUAPbI M HECKOSIbKO CMMBOJIOB,
TaKMe Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

OIeKTpoHHas rnoyTa

ONeKTPOHHAas noYta - 3TO TEXHOMOMNS 1 NpefocTaBnsgemMble el yCryrn no nepecobisike u
MONyYEHNIO 3NEKTPOHHbIX COOOLLEHMI, KOTOpPble pacnpenenstTcss B KOMMbIOTEPHOM
cetn. OBbIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMSAUT criegylowmm  obpasom:
UMs_nonb3oBaTtenda@ums_aomMeHa. Takke Kpome nepegadun npocToro Tekcra, uMeeTcs
BO3MOXHOCTb nepeaasatb hansibl.

OcHoBHble coBeTbl No BesonacHon paboTe C 3NEeKTPOHHOM MOYTON:

1. Hago BbiGpaTb NnpaBuUrbHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, O4HAKO Nydlle AOBEPATb TEM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasblBa B NUYHOW MOYTE JIMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbiOpaTb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Mcnonb3yi AByxaTanHyto aBTopM3aumio. OTO Korga NOMUMO Napons HYXXHO BBOAUTb
Koa, npucbinaemblii no SMS;

4. Bblbepn cCnoxHbln naponib. [na Kaxgoro nNoyYToBOro silMKa OOSMKeH OblTb CBOM
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW fMYHbIA BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3y HecKonbKO MOYMTOBLIX SAWMKOB. [lepBblM A5 YaCTHOW Nepenuckn ¢
agpecatamu, KOTOpbIM  Thbl JOBepsielb. OJTO 9NEKTPOHHbIN  agpec He Hajo
Mcnonb3oBaTh NpU perncTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUS B NMUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX ApYy3en. Jlydlle yTOYHWN y HUX, OTNPaBnsAnu N oHn Tebe atn dannsi;

8. lNocne okoH4YaHMsi paboTbl Ha NOYTOBOM CepPBUCE MNepeq 3akpbiTUEM BKIAL4KU C
canTom He 3abyab HaxaTtb Ha "Beitn".

KnbepOynnuHr nnm supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne COOOLLEHNAMM, CcoAepXawumMmn  OcKopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; couuanbHoe OONKOTUPOBaHME C MOMOLLbIO
pasnUYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocancs B 6on. Jlyywmit cnocob: nocoBetoBaTbCsA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCnoKoMTbCA. Ecnnm Tbl HaudHelb
oTBeYaTb OCKOPOMNeHus MM Ha OCKOpOneHusi, TO TONbKO elle 6Gonblle pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynuUraHCcKui obpas BUPTYyarbHOW XU3HW. HTepHeET cukcmpyeT Bce
TBOW OENCTBUSA U COXpaHseT ux. Yaanutb ux 0ygeT KpanHe 3aTpyAHUTENbHO;

5. Cobniogan cBOK BUPTyaribHYIO YeCTb CMOSIOAY;

6. WrHopupyn eaumHunyHbIi HeratuB. OpgHopasoBble OCKOpOUTENbHbIE COOOLEeHUN
nyywe nrHopuposatb. OBbLIYHO arpeccus NpekpaLllaeTca Ha HavyanbHOW CTaauu;



7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHUSMN, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLUEHUA C
onpeaerieHHbIX aapecos;

8. Ecnn TbI cBupgetenb kubepbynnuHra. TBOM [LEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTens, MokasaTb €My, 4YTO €ero [OeucCTBUS OLUEHUBAKTCA HeraTtusBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa Ncuxonornyeckas noMoLlb, COOBLNTL B3POCIIbIM
0 paKkTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cmapTOoHbl K nnaHweTbl cogepxaT B cebGe BMNOMHE B3pPOCHbIv
dYHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYpPUpOBaTb CO CTauUOHAPHLIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3almThl Ans NOA06HbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCUBHO, Kak ans lNK, To xxe camoe
KacaeTcsa 1 MOBUITbHbBIX MPUIOXEHNIA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  yxe nNpakTU4Yecku [[OrHanm HacTombHble
aHanoru, ogHako paclmpeHne yHKuMoHana BneyeT 3a cobon 6onbLUyio CIOXHOCTb U
MEHbLLUYIO 3aLLMLLEHHOCTb.

[laneko He Bce Npou3BOAUTENN BbINyCKaOT OOHOBMEHUS, 3aKpblBaloLne KpUTUYeckme
YSI3BUMOCTU AN CBOUX YCTPOWNCTB.

OcHoBHble coBeTbl Ang 6esonacHOCTM MOBUbHOro Tenedgoxa:

Huyero He siBnsieTca no-Hactodwemy 6ecnnaTHbeiM. Byab ocTopoxeH, Befb Koraa tebe
npeanaratoT 6ecnnaTHbii KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakme-TO MNraTHble
yCnyru;

Adyman, npexae yem otnpaButb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3Haellb, rae OHU
OyayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENEOHOB;

He 3arpyxxan NpunoxeHns OT HEU3BECTHOro UCTOYHUKA, BeOb OHWU MOTyT cogepxaTtb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

Mocne ToOro kak Thbl BbIMOELWb C cauTa, rge BBOAWUM NUYHYIO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganu cookies;

Mepuogmyeckn NpoBepsiv, Kakme nnaTHble YCnyru akTMBMpoBaHbl Ha TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUIBHOrO TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLL U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpoBePATL 3TO.

Online wvrpbl

CoBpeMeHHble OHMTanH-Urpbl - 3TO KpacOYHble, 3axBaTblBalOLIME pa3BrieyveHus,
00benHAILWME COTHU ThICAY YerioBeEK No BCeMy Mupy. Urpokn nccnenyot aHHbIA UM
MUp, obLwialTcsa Apyr C OPYroMm, BbINOSHAKT 3a4aHus, cpaxarTcss C MOHCTpaMun u
nony4arT onbiT. 3a YyAOBOMbCTBME OHW NNATAT: MOKYNnakwT AWUCK, OnnadvmsaloT
aboHeMeHT nnun NnpuobpeTaroT Kakme-To Onunn.

Bce otm cpegctBa mayt Ha noggepxaHwe U pasBuTME Urpbl, a TakKkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLNK, BbINMYCKAOTCS HOBbIE NaTyu
(umdbpoBble 3annaTtku Ans NporpamMmMm), 3aKpbiBalOTCA YSA3BUMOCTM CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6&30MacHOCTN TBOErO UFPOBOIrO akkayHTa:

1. Ecnu gpyron urpok BegeT cebs nnoxo unm cosgaet Tebe HenpuAaTHOCTH, 3abnoknpyn
€ro B CMCKe UrPOKOB;

2. Tloxanynca agmMuvHUCTpaToOpaM Wrpbl Ha nMroxoe noBefeHue 3TOro WUrpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaUuIo B npodanne urpsbl;



4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble NaTyn n Mogbl;

6. cnonb3yn CnoxHble U pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMYaTb aHTUBMpYC. [1oka Tbl uUrpaewb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

PULLINHT UK Kpaxa NUYHBIX JaHHbIX

OObl4HOM Kpaxken OeHer U [OKYMEHTOB CErofdHsl YK€ HUKOrOo He yAMBULIb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMMN 3MOYMbILUIIEHHUKN NEepeMecTUriuCb B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBuNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa UK (DULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B TMOSyYeHUU KOHPUAEHUMAnNbHbIX [AaHHbIX MoNnb3oBaTenen -
NOrnMHOB 1 naponen. Ha aHrnuinckom s3bike phishing untaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, 4TO TBOS aHKeTa Obina
B3nloMaHa, To HeobxoaMmo 3abrnoknpoBaThb €€ 1 CoobLNTL agMUHUCTPaTopam pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©6e3onacHble Beb-canTbl, B TOM 4uUChe, WHTEPHET-MarasvHoB U
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu T1ebs B3nomaroT, TO
3M10yMbILLMIEHHUKM NoslydaT SOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMuIio B CETU, a He KO
BCEM,;

4. Ecnun Teba B3nomanu, TO HeobxoguMmo npeaynpeanTtb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3fioManu n, BO3MOXHO, OT
TBOEro MeHun ByaeT paccblinaTbCa Cnam 1 CCbINKN Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MoBUnbHbIN TenedoH;

6. OTKNIOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUs B MUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX Apy3en. Jlydlle yTOYHN y HUX, OTNPaBnAnmM N oHn Tebe aTn dannsl.

Lindposas penytaums

Lindposas penyTtaums - 3T0 HeraTMBHasi UM NO3MTUBHasS MHopMaunsa B ceTu o Tebe.
KomnpomeTupytowaa nHpopmauus, pasMmelleHHas B UHTEPHETEe, MOXET Cepbe3HbIM
obpasom oTpa3nTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposasa penyTtaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbcTBa, y4ebbl, TBOe (PMHAHCOBOE MONoXeHne, OCOBEHHOCTU
Xapaktepa n pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapocTkM NErkoOMbICIIEHHO OTHOCATCS K nNybGnukauuu nndHon nHdopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUI. Thl AaXe HE CMOXeLUb JoragaTbCs
0 TOM, 4YTO poTorpadus, pasmeLieHHas 5 neT Hasapg, ctana NnPUYNHON OTKasa NPUHATL
Tebsa Ha paborTy.

KommeHTapun, pasmelleHne TBOuX poTorpachmm v aApyrme OencTBUS MOTYyT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWI 3Ty
WHoOpMauuio, nonasa fiM oHa B MOUCKOBbIE CUCTEMbI M COXpaHunacb N OHa, a
rmaBHOE: YTO nogymalroT O Tebe OoKpyxawlime noan, KOTopble HanagyT U yBUOAT 3TO.
Hantn nHgpopmaumo MHOro et Cnycta cMoXeT Nobon - Kak U3 4obpbix NodyxaeHWn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YyrogHo.

OcHoBHbIe COBETLI NO 3aWuTe LUMpoBON penyTaummn:

1. Nogyman, npexae 4Yem 4TO-TO NybrMkoBaTb M nepegaBaTb y cebst B 6rore vnn B
coumanbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTP TBOEro Npodouns n ero
coOepXUMOoro, caenam ero Tonbko "anga apysen”;



3. He pa3mellan n He ykasbiBan MHpOpMauuio, KOTopas MOXeT KOro-nmbo ockopbnsaTb
nnm obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble LUKOMBbHUKU - aKTUBHblE MNONb3oBaTenuM UMEQPOBOro npoCcTpaHCTBa.
OpHako Janeko He Bce 3HatoT, YTO NOSfb30BaHME MHOMMMU BO3MOXHOCTAMU LUAPOBOro
Mupa TpebyeT cobnogeHns npas Ha MHTENNEKTyanbHyt COBCTBEHHOCTD.

TepMuH "mHTennekTyanbHaad COOGCTBEHHOCTL" OTHOCUTCA K Pa3fiMYHbIM TBOPEHUSIM
4YenoBEYeCKOro yma, HadvMHas C HOBbIX W306peTeHui U 3HakoB, OBO3HaYaoLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WM YCIyrM, W 3akaHuMBasi KHuramu, doTtorpadpumsamu,
KMHOUIIbMaMn 1 My3blKanbHbIMU NMPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyt0 COGCTBEHHOCTb Ha NPON3BEAEHMS
HayKku, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCTBe rapaHTum
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy
crnpaBefsiMBble BO3MOXHOCTWM 3apaboTaTb Ha pesynbTaTax cBOero Tpyga, nosyynTb
N3BECTHOCTb 1 NpusHaHmne. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovseefeHne, pacnpocTpaHATb, MNy6rMYHO [AeMOHCTpUpoBaTh, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyGnMyHO WCMOMHATbL, NOKasbiBaTb/UCMOMHATL B
admpe unu pasmelyatb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmmHoro obecrneyeHmsi MoOXeT NPUBECTU K MHOMUM
puckam: OT NOTepU AaHHbIX K TBOMM akkayHTam 40 6MOKMPOBKM TBOErO YCTPOMCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouTt Takke 3abblBaTb, YTO CyLLECTBYHOT
neranbHble 1 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O noptane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CETU. 34eCb Thbl MOXeEWb Yy3HaTb O
Ge3onacHOCTM B CETM MOHATHbIM M AOCTYMNHbIM $3bIKOM, a MNpPU BO3HWKHOBEHUU
KpUTUYECKON cuTyauum obpaTutbCa 3a COBETOM. A Takke MNpUHATb yvacTue B
KOHKypCax 1 cTaTb CaMblM LMEPOBLIM rpaXgaHUHOM!



